Data Protection policy

1. Introduction

Everyone who is employed by ISG Limited and/or its subsidiary companies (“ISG”) in any capacity is bound
by this policy, including all directors, officers, employees, agency workers, contractors and freelancers
(together referred to as the “ISG Employees”). For the avoidance of doubt, this includes ALL ISG Employees
working in the UK, Europe, Asia and the Middle East.

ISG needs to gather and use certain personal data about individuals, to include customers, suppliers,
business contacts, employees and other people the organisation has a relationship with or may need to
contact. This policy describes how personal data must be collected, handled and stored to meet ISG’s data
protection standards and to comply with the law.

The definition of personal data under privacy laws (such as the GDPR, Data Protection Act 2018 and the
CCPA) is any information relating to a living
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From time to time there may be a requirement for ISG Employees to report specific data protection related
gueries or concerns — and in some instances time may be of the essence. If in doubt, or where specifically
required by this policy, contact the UK IT Service Desk:

Telephone: +44 (0) 3333 211901

Via Workspace: https://isgplc.sharepoint.com/

Or directly: https://isgplc.sharepoint.com/Pages/isg-applications/it-service-desk.aspx

The UK IT Service Desk is open between the hours of:
Monday — Thursday: 07.00 — 18.00 UK time
Friday: 07.00 — 16.00 UK time
4. Why this policy exists

This data protection policy (together with its various Appendices) ensures that ISG:

. complies with data protection law and follows good practice;
. protects the rights of employees, customers, suppliers and other partners;
. is open about how it stores and processes individuals’ data; and
. protects itself from the risks of a data breach
5. Data protection law

In 2018 The European Union’s General Data Protection Regulation (‘GDPR”) and the UK’s Data Protection
Act 2018 came into force. These new regulations describe how organisations (including ISG) must collect,
handle and store personal information to ensure compliance, within the UK and EU.

This policy has been written to ensure that ISG is able to comply with its specific GDPR compliance
obligations. However, it is acknowledged that for other jurisdictions in which ISG carry on business, specific
local data protection compliance obligations may also exist, on a country by country basis. In such instances,
additional local policies and procedures may be required to supplement this over-arching group policy.

The Data Protection
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iii) adequate, relevant and limited to what is necessary in relation to the purposes for which they are

processed;
iv) accurate and kept up to date;
V) held for no longer than necessary; and
Vi) processed in a manner that ensures appropriate security of the personal data;

ISG (as the Controller of all relevant personal data) shall be responsible for, and be able to demonstrate,
compliance with the above principles.

6. Data breaches
All ISG Employees must report actual or potential data protection compliance failures to the Data Protection

Officer and the UK IT Service Desk as soon as is practicable (contact details as shown in section 3 above).
Examples of data breaches could include:

. Loss of IT equipment.

. Loss of physical documentation containing personal information.

. Emailing or sharing personal information with people who are not entitled to see it.

. Failing to secure data adequately in transit e.g. emailing unencrypted personal bank details.
. If you suspect your work account has been hacked.

Additional information regarding data breaches can be found in the data protection section of Workspace or
by contacting the DPO.

7. Data Privacy Impact Assessments (“DPIA’s”)

A key component of ISG’s data protection procedures is to ensure that ‘Privacy by Design’ is at the heart of
all its data collection, handling and storage processes. In simple terms, privacy needs to be considered
throughout ISG. The design of all our processes, procedures and technologies should promote privacy and
data protection compliance from start to finish, rather than just an ‘add-on’ or ‘after-thought’.

Consequently, a DPIA must be considered for any business change activity and it is the responsibility of all
Managing Directors/ Enabling Department Heads to ensure this (also see section 8.4 below).
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9.4 Accuracy

ISG will implement technical and organisational measures to ensure that the personal data it collects, and
processes is accurate and, where necessary, kept up to date.

These measures are meant to ensure that ISG:

. takes reasonable steps to ensure the accuracy of any personal data it obtains;
. ensures that the source of any personal data is clear; and
. carefully considers any challenges to the accuracy of information; and considers whether it is

necessary to update the information.

9.5
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Any ISG Employee or member of the public may choose to exercise the rights listed above by sending a
request to ISG in a number of ways, which could include emails, telephone calls, written letter, verbally, text.

This information must be provided without delay and at the latest within one month of receipt. ISG will be able
to extend the period of compliance by a further two months where requests are complex or numerous. If this
is the case, ISG must inform the individual within one month of the receipt of the request and explain why the
extension is necessary

9.7 Managing compliance and record keeping

The DPO will maintain records of non-compliances, requests to exercise data subject rights, Data Protection
Impact Assessments, privacy statements, along with other records required by
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Data Retention

Appendix 1 to ISG’s Data Protection policy

1.

4.

Introduction

One of ISG’s key obligations under the various privacy acts that we are required to comply with is to ensure that
we only keep personal data for the minimum period necessary. This policy sets out maximum retention periods
for different categories of information and is guided by national laws and industry best practice. The definition of
personal data under privacy laws (such as the GDPR and the UK’s Data Protection Act 2018) is any information
relating to a living person that is already identified or can be identified.

Important contact details

Further information regarding this policy and ISG’s commitment to compliance with data protection is available
from the:

Data Protection Team

ISG Limited

86 Sandy Hill Lane

Ipswich

Suffolk

IP3 ONA
data.protection@isgltd.com

Why this policy exists
This Data Retention Policy ensures that ISG:
. Complies with data protection law and follows good practice about how we retain personal data;
. Protects the rights of employees, customers, suppliers and other partners;
. Is open about how it processes and retains individuals’ data; and
. Protects itself from the risks of a data breach by only storing personal data for the minimum period
necessary.
Scope

Everyone who is employed by ISG Limited
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Data Owners are responsible for business processes that involve personal information; they are also
accountable for the collection and use of that data and related assets and are required to ensure that all policies
and best practices about retaining personal information are followed. The following roles have responsibility for
the retention of records under this Policy because they are Data Owners.

Data Owners include:

e Project Directors, Project Managers, Site Managers will be responsible for the collection and retention of
personal information on project sites;

e Enabling Departments are responsible for all personal information stored and/or processed within their
respective areas of responsibility or on technology platforms that they manager, such as websites, CRM
and mass emailing systems;

e Managers who store and/or process personal information within Business Units, e.g. line managers who
conduct annual employee reviews and process payroll/expenses information.

- Office and Facility Managers with responsibility for access control, induction and security systems.
Other responsibilities within the organisation are defined below:

e The DPO be responsible for ensuring data is deleted or amended by the relevant Data Owners following
a Data Subject Rights request;

 As well as providing technical support to Data Owners, the IT Department will ensure that new
technology platforms comply with this policy and where practicable, automate the deletion of personal
information when it is no longer required;

« All employees who receive personal information in the normal course of business, (such as via email)
are responsible for deleting data as soon as possible, when no longer required. Any queries in this
regard must be referred in the first instance to the data owner.

6. Retention Periods

Data Owners will ensure that Personal Information is only retained for the relevant retention periods as spon

Fit Out | Technology | Construction | Development
www.isgplc.com



For the secure disposal of hard copies, such as paper, microfiche etc, please refer to the Destruction Guidance
in the Retention Schedule (Appendix 2).
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Guide:

Scope

The following countries are included in this retention policy: Austria (AU), Belgium (BE), Finland (FI), France (FR), Germany (DE), Ireland (IE), Netherlands (NL), Spain (ES), Sweden (SE), United
Kingdom (UK). Retention schedules for ISG Asia and Middle East will be issued later.

About this Spreadsheet
This Data Retention Schedule should be read in conjunction with the Data Retention Policy . Within the spreadsheet information categories of personal data have been separated for ease of
use, but you will need to check each of the categories as there will be overlaps. A good example is the CCTV tab, which affects both our Offices and our Project Sites.

Omissions and Corrections

Please report any omissions or suggested corrections to the Data Protection Officer (DPO) at data.protection@isgltd.com . Where you believe a retention period is incorrect please identify the
relevant legislation or industry best practice guidelines to support the suggested changes. The schedule will be updated every 6 months and the policy reviewed annually. Interim exemptions
to the policy that have been agreed with the DPO and the Risk Committee will be valid until the policy is formally amended; they then cease to be valid.

Implementation

The Retention Policy and this Schedule do not address how we will deliver compliance. Delivery of procedures, processes and technologies to address the non-compliances generated by the
adoption of a Retention Policy will be addressed by BUs and the EDs, with support from the ISG Risk Committee and the Business Change Board.

Data Owners:

Project Directors, Project Managers, Site Managers will be the data owners for all information stored on their respective projects and sites and are responsible for the compliance with this
schedule.

Enabling Departments are responsible for all personal information stored and/or processed within their departments;

Managers who store and/or process personal information within Business Units, e.g. line managers who conduct annual employee reviews and process payroll/expenses information.

Office and Facility Managers with responsibility for access control, induction, archive and security systems.

Destruction:



Consider all the types and locations your data may be:










COVID
REF RECORD TYPE Retention Period Start of Retention Period JUSTIFICATION

Legitimate Interest as per ICO's instructions.
Temperature is checked to see if it is below 37.8 Deg C,
1 Temperature 0 days Day of test . . .
P y y otherwise the data subject cannot enter the office or
project site. Temperature is not recorded.

Legitimate Interest as per ICO's instructions.
Temperature is checked to see if it is below 37.8 Deg C,

ratives Nam mpan - therwise the dat ject cannot enter the offi r
B el 30 days Date of a positive temperature check St U S TSSO

details.company contact






Health and Safety Records (also see 'Project Site' Tab)

REF RECORD TYPE Retention Period Start of Retention Period JUSTIFICATION
General: (Shorter retention period applies to medical
history. Longer retention period applies to accident
records)
AU: For the duration of project and in some cases to
3 years to defend a legal claim
Be: For the duration of project and in some cases to
10 years to defend a legal claim
FI: For the duration ot project and In some cases up to
3 years to defend a legal claim
(nerind riine fram when claimant niinht tn have learnt
FR: For the duration of project and in some cases to
10 years to defend a legal claim Legal obligation — Health and Safety obligations/
3 Accident records and medical history (on-site operatives/contractors) |E: For the duration of project and in some cases to From the date of the injury (incl. possible injury)

30 years to defend a legal claim

IE: For the duration of project and in some cases to 2
years to defend a legal claim

LU: For the duration of project and in some cases to 3
years to defend against a legal claim

NL: For the duration of project and in some cases to
10 years to defend a legal claim

ES: : For the duration of the project and in some cases
up to 15 years to defend against a legal claim

SE: For the duration of project and in some cases to
10 years to defend a legal claim

UK: For the duration of project and in some cases to 3
years to defend against a legal claim

Duty of care (e.g. Health and Safety Act 1974 in
the UK)







Accounting and Tax

REF

RECORD TYPE

Retention Period

Start of Retention Period

JUSTIFICATION

Budgets and periodic financial reports

AU: 7 years post financial year

BE: 7 years post financial year

Fl: 10 years

FR: 10 years

DE: 10 years

IE: 6 years post financial year

LU: 10 years post financial year

NL: 7 years

ES: 6 years post financial year

SE: 7 years

UK: 6 years post financial year

End of the financial year to which the record relates

Legal requirement

Taxation returns and records

Au: 7 years

BE: 7 years

FR: 6 years post-transaction

Fl: 10 years

FR: 6 years

DE: 6 years

IE: 6 years

LU: 10 years

NL: 7 years

ES: 6 years post financial year

SE: 7 years

UK: 6 years post-transaction

End of the financial year to which the record relates

Legal requirement

VAT records

AU: 7 years

BE: 7 years

FI: 6 years

FR: 6 years

DE: 10 years

IE: 6 years

LU: 10 years

NL: 7 years

SE: 7 years

ES: 6 years

UK: 6 years

End of the financial year to which the record relates

Legal requirement

Customer invoices and receipts

AU: 7 years

BE: 7 years

FR: 10 years

FlI: 6 years

DE: 10 years

IE: 6 years

LU:10 years

NL: 7 years

ES: 6 years post financial year

SE: 7 years

UK: 6 years

End of the financial year to which the record relates

Legal requirement

Contracts and rental agreements (including leases)

AU: 7 years

BE: Duration of the contract plus 7
years

FR: 30 years

FI: Duration of the contract plus 10
years

DE: 10 years

IE: 13 years

LU: 10 years

NL: 7 years

SE: Duration of the agreement plus 7
years

ES: Duration of the contract plus 15
years

UK: Duration of the contract plus 6
years

End of the agreement/service

Legal Requirement

Best practice to
defend against
potential claims




REF

RECORD TYPE

Information evedencing the right to work in a country

Retention Period

AU: Duration of the contract plus 7
years
BE: Duration of the contract

FI: Duration of the contract plus 10
years

FR: Duration of the contract plus 5
years

DE: Indefinitely

|E: Duration of the contract plus 7
years

LU:Duration of the contract plus 3
years

NL: Duration of the contract plus 7
years

ES: Duration of the contract plus 4
years

SE: Duration of the contract plus 7
years

UK: Duration of the contract plus
Byears

AU: Duration of the contract plus 7
years

BE: Duration of the contract plus 1
year

FR: Duration of the contract plus 2
years (recommended)

FI: Duration of the contract plus 2
years (recommended)

DE: Duration of the contract plus 2
years (recommended)

|E: Duration of the contract plus 7
years

LU:Duration of the contract plus 10
years

NL: 2 years post-employment

ES: Duration of the contract plus 4
years

SE: Duration of the contract plus 2
years (recommended)

UK: 6 years post-employment

AU: Duration of the contract plus 3
years

BE: Duration of the employment plus
one year

FR: 5 years

Start of Retention Period

JUSTIFICATION

Legal requirement with due
consideration to the GDPR

Best practice



Employee Records and Job Applicants’ Records

RECORD TYPE | Retention Period | Start of Retention Period JUSTIFICATION

AU: Duration they are a
signatory/director plus 1 year
(recommended)

BE: Duration they are a
signatory/director plus 1 year
(recommended)

FR: Duration they are a
signatory/director plus 1 year

(recommended)
8 F.I : Duratlon. tisyeea . legitimate interest (Preventing the
Identity proofs for banks/treasury purposes signatory/director plus 1 year Date of receipt
occurrence of fraud)
(recommended)

DE: Duration they are a
signatory/director plus 1 year
(recommended)
|E: Duration they are a
signatory/director plus 1 year
(recommended)
LU: Duration they are a
signatory/director plus 1 year
(recommended)
NL: Duration they are a
signatory/director plus 1 year
(recommended)
ES: Duration they are a
signatory/director plus 1 year
(recommended)
SE: Duration they are a
signatory/director plus 1 year
(recommended)
UK: Duration they are a
signatory/director plus 1 year
(recommended)
AU: 7 years post employment
BE: 5 years
FI: 10 years (for pension plans),
otherwise permanently
FR: 5 years
DE: 6 years
|E: Permanently
LU: 6 years
NL: 7 years
ES: 4 years post-employment
SE: 7 years
UK:6 years
AU: None
BE: None (suggested 2 years)
FR: 2 years

Data of rejected job applicants FI: 2 years
DE: None (suggested 2 years)
|E: Duration of campaign + 18
months
LU: 2 years

NL: 4 weeks (or 1 year with consent)

ES: 3 years
SE: None (suggested 2 years)
UK: 6 months post-campaign
Employees (General and for
Sustainability purposes):
AU: Duration of contract
BE: Not to be collected
FR: Duration of the contract
FI: Duration of the contract
DE: Not to be collected
IE: Not to be collected






REF RECORD TYPE

Payroll and wages records (including overtime, bonuses and
expenses), benefits in kind

Payroll for local employees, relocators and shadow payroll
(Including childcare vouchers, cycle to work schemes, gym
membership, medical insurance benefit, online shopping discount

information and other benefits information)

Corporate traveller or Click Travel documents/expenses

Retention Period Start of Retention Period

AU: 7 years
BE: 5 years

Fl: 6 years
FR: 5 years
DE: 10 years 6

IE: Duration of the
contract/employment plus 7 years

LU: 5 years

NL: 7 years

ES:Duration of the
contract/employment plus 4 years
SE: 7 years

UK: 6 years

AU: 7 years

BE: 5 years

FI: 6 years

FR: 5 years

DE: 10 years

IE: Duration of the
contract/employment plus 7 years
LU: 5 years

NL: 7 years

ES: Duration of the
contract/employment plus 4 years
SE: 7 years:

UK: 6 years

AU: Duration of the contract plus 7
years

BE: Duration of the contract plus 1
year

FR: Duration of the contract
(recommended)

FI: Duration of the contract
(recommended)

DE: Duration of the contract or 2
years (whichever is the longer)

IE: Duration of the contract plus 7
years

LU: Duration of the contract
(recommended)

JUSTIFICATION






Marketing and Purchasing Records

REF RECORD TYPE Retention Period Start of Retention Period JUSTIFICATION
Consent (Potential
. . . . customer)
Potential customer/ business partner contact information used for ) . - .
. A P . General: 2 years from the first The date when the customer opted in to receive direct marketing/
1 direct marketing by phone, text, email, post or fax . . . -
contact/consent contact with potential business partner Legitimate Interest
(Business partner)
Business Leads
General: 2 years from the end of the .
. . — . . . Legitimate Interest of
Existing customer/ business partner/supplier information used for |contract/relationship (unless needed . . . S
2 . . . . The duration of the contract/relationship ISG in direct
direct marketing by phone, text, email, post or fax due to an ongoing contractual T

warranty period, etc.










Project Site Instructions

Appendix 3 to ISG’s Data Protection policy

Securing personal information on project sites

1.

Not found. Page 1 of 5
Document Number: Not found. Version: 10.0


mailto:data.protection@isgltd.com



mailto:data.protection@isgltd.com




Project Site Instructions

Appendix 3 to ISG’s Data Protection policy

The information you hold is kept up to date and ensure that procedures are implemented on-site to
allow for such information to be updated on a regular basis.

Make sure that all hard copies of personal information held on-site are kept in locked cabinets and
that only authorised people (Site Manager, HR, H&S team etc) have access to these documents.
The location of these files should be where they are not likely to be lost or stolen. Do not store
personal information in public spaces.

You are keeping the information for no longer than is necessary or after its original purpose has
expired. The ISG Data Retention Policy provides more detailed instructions. Insert hyperlink

6.1 Security of personal data on site

Security of personal data — for more detail refer to ISG’s Acceptable use Policy

Only use ISG supplied IT equipment on-site.

Establish access rights to the personal information that is being collected — i.e. which
employees/others will be authorised to view/process the data collected — access should be kept to a
minimum and be subject to regular review.

Notify ISG’s IT department of any leavers who may have access to IT servers/IT files on-site in order
that access rights can be cancelled. This will ensure that leavers cannot access ISG systems once
they have left the business.

Make sure that leavers ISG laptops are securely returned to the IT department without delay.

Do not share user accounts and passwords to laptops, computers and other IT equipment.

Laptops, tablets and mobile phones must never be left logged on when unattended and must be
stored securely at the end of each working day.

The use of devices such as memory sticks to transfer data from one laptop/computer to another
should be kept to an absolute minimum and when there is no alternative, they must be encrypted.

6.2. Data Breaches and Subject Access Requests

If you suspect that personal data has been shared with people who are not authorised to view it, or if
you believe a systems security has been compromised, contact the IT Service Desk and the DPO
immediately. 1SG only has 72 hours to report data breaches to the authorities.

Any ISG Employee, supply chain operative or member of the public may choose to request a copy of
their personal data by sending a request to ISG in a number of ways, which could include emails,
telephone calls, written letter, verbally, text. If you receive such a request, send it to the DPO
immediately as we have to complete the disclosure within 1 month of receipt.

7. Project Completion

At the end of the project, Project/Site Managers/Senior ISG Staff on site will need to ensure the following:
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Frequently Asked Questions
Appendix 4 to ISG’s Data Protection policy

Securing personal information

As well as the normal personal data collected by HR, Payroll, Line Managers and Finance, ISG

collects large quantities of personal data at our Project Sites and Offices. Such as identity and

gualifications evidence, Health and Safety information and contact details for people entering the site.

To ensure we are collecting this information in a secure way, only collecting the information we need,

and deleting it when it serves no further purpose, this addendum provides further detail to support

ISG’s data protection policy and objectives.including PAYE, contractor, freelancer and agency staff
e All of ISG’s supply chain when processing personal data on behalf of ISG

Policies:

The following I1SG policies inform and guide this FAQ:
< Data Protection Policy
< Information Security Policy
* Acceptable Use Policy
+ Data Retention Policy and Schedule
* Right to Work Policy
e Global Surveillance Policy
e Global Surveillance Guidance

Frequently asked questions
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Frequently Asked Questions
Appendix 4 to ISG’s Data Protection policy

e If you lose any device, you must notify the UK IT Service Desk and the DPO as soon as possible;
e If you incorrectly share personal information with the wrong recipients, such as emailing the wrong

people, immediately contact the recipients and ask for the email to be deleted. Also inform the DPO
without delay.



